
Security Extensibility Beaconing BLE Capabilities

IPS / IDS
Stateful Firewall
TLS Encryption
Application Aware

	− NetCloud Container 
Orchestra

	− NetCloud Custom 
SDK Apps

	− iBeacon
Eddystone  
URL / UID

	− AltBeacon

Proximity Marketing
	− Sensor Connectivity
	− Asset Tracking
	− Geo-Fencing

IoT Cloud Integration Insights & Analytics Management

MQTT Broker
Azure IoT Central
AWS IoT Greengrass

App Analytics
Reporting
Alerting
Usage Analytics

Policy Definition
Configuration
Troubleshooting
Software Lifecycle

Reference Architecture 

Router-delivered: Cloud-delivered:

NetCloud Service for Branch
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Retail Branch BLE
MC20BT + E300-C4B

BLE Proximity Marketing, NetCloud IoT Connector, 
Azure IoT Central, Custom IoT Apps
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Cloud
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Receives Marketing 
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MC20BT

Embedded 4G LTE
Cat 4 Modem

Bluetooth
Low Energy 5.1

Wi-Fi Clients

TLS Internet

1.2 Gbps

Devices within
Proximity Zone

Built-in 802.11ax
Wi-Fi 6 Access Point
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